BALANCING CIVIL LIBERTIESWITH THE NEED FOREFFECTIVEINVESTIGATION

"The balance between individuals' civil liberties and the need for effective investigation is
hard to maintain even during so-called normal times, let alone times of increased terrorist threat or
war. Itis, admittedly, a difficult balancing act."

Personal Capacity Disclaimer

It shouldbe notedthatl amspeakingodayin my personakapacityandwith thelimited
perspective of a Special Agent and former legal counsel in the Minneapolis Division, just one of
fifty-six divisionsof theFBI. | amalsonot privy to anydatabeingcollectedby FBI
Headquartersn any of the PatriotAct provisionsdiscussedherein.

"Big Brotherls HereGor "Trust Us- We'rethe Government"?

Civil libertarianswarnthatprivacy andliberty areatrisk in this country,thata
combination of lightning-fast technological innovation and the erosion of privacy protections
threaten to transform George Orwell's "Big Brother" from an off-cited but remote threat into a
very real part of American life, turning us into a "Surveillance Society."

Governmentindlaw enforcemenauthoritieshowever tell usthattheyneedthe
additional powers and new technological tools to effectively investigate in order to bring criminals
to justiceandpreventactsof terrorism.

What's the truth?! Well, as with most issues of public concern, this debate has become
unfortunatelymonopolizedandpolarizedby the peoplewho arethe mostpassionaten the
issue the partisanf both extremesandthosewho leastunderstandhe problemsandissuesof
the other side. (For example, the gun debate certainly exemplifies this phenomenon with one side
claimingthatthe slightestrestrictionsuponthe ownershipof evenassauliveaponsarethefirst
steptowardstaking awaytheir huntingrights andthe othersidenot understandingvhy anyone
would evenwantto hunt.) As a personhowever who haslong seenandcomplainedaboutthe
unwise, needless and, in some cases, even bizarre restrictions and legal technicalities placed upon
law enforcement, at the expense of victims and the public, but also as someone who has reviewed
enough old FBI files from the Cold War's (Communist) "Red Scare" and 600s- 700s civil unrest
eras)] canappreciataot only the law enforcemenperspectivdout how real or perceivedhreats
and fear can easily result in authorities overreacting and endangering citizenss ridfts.

! My letterto Director Mueller dated2/26/2003(publishedin NY TimesMarch6, 2003).

2 FromOBiggeMonster,WeakerChains:The Growth of an AmericanSurveillanceSociety(y Jay
StanleyandBarry SteinhardtJanuary2003,ACLU TechnologyandLiberty Program.

3 Noneotherthanthe FBIOgurrentDirector RobertMueller hashimself,in recentspeechesn the same
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following is therefore my "middling" attempt to eliminate some of the misinformation and
hyperbole and highlight some of the valid points of both sides of the issue, in order to achieve a
better understanding of the real issues and problems.

Whether or not the "truth" emerges from this middle of the road look at the civil liberties
versussecuritydebatewhat'smostimportantis thatthis debateproceedshopefully via an
informedbut dispassionatanalysis For only by debating the true problems facing law
enforcement and national security and the true costs of law enforcement action, can we
dispel public paranoia, obtain satisfactory public cooperation and thereby maximize
Americans' security without too high a price in terms of their other freedoms.

Discussionof Most ControversiaPatriotAct Provisions

topic, chronicledthe variousabuseshathaveoccurredn the United Statesduringtimesof crisis: the OPalmer _
Raidsf 1919;the JapaneseternmentduringWorld War Il; andthe FBIOSCOINTELPROprogramof the 19600s-
700s.SeeEndnote.



The"United andStrengtheningAmericaAct by ProvidingAppropriateTools Requiredo
InterceptandObstructTerrorismAct of 2001"knownmoresimply asthe "PatriotAct” is 342
pages long! Because it is SO massive and contains so many different provisions, (approximately
160!), very few people, including myself, are fully conversant with every change effected by this
pieceof legislation. It is safeto say,however thatatleastsomethe provisionsenactedy the
PatriotAct arenon-controversidland that many provisions were "on the drawing table" long
before 9-11 to remedy the gaps that had developed in the law due to emerging computer
technology and electronic communications as well as problems that had continued to develop in
combating "ordinary" crime. Other provisions were added specifically in response to 9-11 due to
the newthreatof terrorismandthe whole packagavasseemingly'sold" thatway® (again,
despitethe prior impetusof someof the provisions). For purpose®f the discussiortoday,|
will providemy thoughtsaboutonly five of the mostcontroversiaprovisionsof the PatriotAct,
those which have been repeatedly cited in news articles and commented on civil libertarian
websitesasbeingthe mostperniciousfrom their standpoint:

1) Section 215 allowing the FBI to request FISA Orders for business records and
other '"tangible things";

The main criticisms of this provision by civil libertarians are that: 1) the FBI need not
show probable cause or even reasonable suspicion; 2) it allows for investigation of United States
persons based in part on their exercise of First Amendment rights; and 3) a 215 order is obtained
ex parte, those served with such orders are prohibited from disclosing the fact to anyamel else
the person whose records are obtained is never notified.

4 For instance Section102 containsthe "senseof Congress'tondemningliscriminationagainstArab and
Muslim Americans.

5 This is evidentfrom boththe long andshorttitles of the legislation.



These criticisms can easily be countered as follows: 1) criminal subpoenas and court
orders for business records and things held by third parties have never required any showing of
probable cause or even reasonable suspicion because they are not "searches.” They are not
considered OsearchesO because, in the legal sense, one does not have a reasonable expectation ¢
privacyin things one has openly entrusted to someone else. For example, bank records of
someone suspected of committing bank fratedusually obtained by the FBI through a
subpoena requiring only relevance, not any level of suspicibican be argued, and government
officials did sosuccessfullythatit shouldnot be harderto investigateterroristsuspectshan
plain criminal suspects;2) butit doesnotallow for investigationof U.S. persondasedsolely
(and that's the key word here) on exercise of First Amendment rights. For example, the FBI
would not beableto seekrecordsaboutsomeonavho merelywrote a letterto the editor
criticizing governmenpolicy. (It shouldbe noted,however thatthis First Amendment
protectiononly extenddo citizensandpermanentesidents.);and3) secrecyexistsin almostall
investigations, including criminal investigations, at least in the early phases. Grand jury
subpoenag;ourtordersandsearchwarrantsarealmostalwaysthereforeobtainedex parte.

Many, if not mostcriminal subpoenaandcourtorderscontainprovisionsprohibiting thethird

party from notifying the subject,andwith only afew exceptionslaw enforcementioesnot have

to notify a criminal subjectthatthey haveobtainedhis/herrecords. Courtordersfor non-

disclosure are usually available to delay any required notice until the conclusion of the
investigativephase. (Otherwise preliminaryinvestigativestepswould tip off the subject!) It is

true that a criminal subject, when and if he/she is charged, will eventually learn of the evidence
that the government has obtained, including any records. But if a terrorist is charged criminally,
he or she would also probably learn of the fact that the Government had obtained his/her records
from athird party throughthe FISA method.

Civil libertariansarealsoquick to drawattentionto the potentialfor the useof this
authoritywith librariesand/orbookstoredo learnwhatbooksa personhasreador purchased
(which of course is a fundamental first amendment right), so much so that many libraries have
beenpersuadedo passnternalpolicy or local resolutiongestrictingtheir compliancewith the
Patriot Act. This seems to me to be a bit of a red herring because, on a practical level, what a
suspectederroristis readingwould normally be of little valueto uncoveringwhatterroristplot
maybeafootz Of far greater value would be to determine if a suspected terrorist had used a
libraryOgomputerdo contacta co-conspirator.Of notein this regard the FBI hasfoundthat,in
the months preceding the Septembé? attacks, the nineteen hijackers relied on KinkoOs or
public acces®pportunitieso geton the Internetto communicateavith eachothers Althoughl

6 In fact there is a federal privacy protection law grahibitssearch warrants from being used to obtain
recordsfrom certainthird party holdersof recordsthoseintendingto publish. In thosecasesthelaw specifiesthat
subpoenamustbeused.

7 The rare exception would be what happened when the UnabomberOs OManifestoO surfaced resulting in the
FBI servingsubpoenasiponcertainlibrariesin aneffort to find outwho hadcheckedut the four bookscited by
the then unidentified Unabomber.

8 FromFBI Director RobertMuellerO$peecho StanfordLaw Schoolon 10/18/02.
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donOt have the specific data, my educated guess is therefore that librarians are not being asked
whatbooksarebeingreadby suspectdut morewhatcomputer(stheyhaveused. To

date, FBI contact with libraries has been minimal and sporadic; in only a few cases were records
sought in conjunction with a specific investigation (not of a Ofishing expeditionO nature).

With respecto third partyrecordshowever,it is only fair to point out thata little-
noticed section of the Patriot Act, Section 505, allows FBI SACs (Special Agents in Charge of
the fifty-six field offices) to issue ONational Security Letters (NSLs)O to obtain three common
typesof records:anindividualOselephoneandinternetserviceprovidertoll andtransaction
records, bank and credit records. This delegation of authority down to SACs has greatly
streamlinecandspeededip the procesof issuingNSLsandmy guesss thatthe numberof
NSLsbeingissuedn the Owaion terrorismQs probablymanyfoldwhatit wasprior to 9-11. A
few monthsago,the Attorney Generalalsoexpandedhe authorityto issueNSLsnot only in
Ofullinvestigations®ut alsoevenin Opreliminarynvestigations.Qt is alsoonly fair to notethat
(long-term, if not endless) secrecy accompanies the use of NSLs and the information obtained by
the FBI pursuanto their authority.

2) Section 213 clarifying and creating a uniform statutory standard for courts to
authorize delayed notice in execution of certain search warrants as long as no items are
actually seized;

Despitethefact thatit hasbeenusedsparingly,usuallyonly whenspecific
circumstances existed, making it advisable to obtain photographic evidence of a criminal plot
beforedisruptingthe schemesocalled"sneakandpeaksearchwarrantspredatethe PatriotAct.

Section 213 merely made the existing, but varying court practices uniform, for example as to the
length of delay normally granted and the showing of "adverse result" necessary to obtain this
type of authority. Despitethe temporarysecrecyassociatedvith this authority,it mustbe
borne in mind that there is strict judicial review of the proffered justifications and length of
delayed notice necessary. Theoretically this judicial review, along with a subjectOs right to
pursueappropriataemediesafterthefact, (e.g.suppressiongivil litigation), shouldprovide
sufficientprotectionagainstabuse.Civil libertariansalsoignorethefactthatit happenshat
criminal search warrants are regularly executed when the resident(s) are not home as there is no
legal requirement that a resident be present. (In such cases the only requirement is for a copy of
thewarrantandof theinventoryto beleft of anyitemstaken.)

3) Section 216 amending the pen register/trap and trace statute to apply to Internet
communications and to allow for a single order valid across the country;

This provisionof the PatriotAct, morethanany other,exemplifiessomethinghatwas
probably on the drawing board long before 9-11 and the application of pre-existing law to
Internetcommunications The ACLU believesthis provisionbroadenshe Openegister
exception@n two Oimportant@aysbut thatmay be anexaggeration. On a telephonepen/trap
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data are the numbers dialed into or from a target number; no search warrant establishing probable
cause is necessary because courts and Congress have long determined that one does not have an
expectatiorof privacyin thenumbersalone. Thistype of informationcanthereforebe obtained

with a pen register court order approved by a magistrate judge. The Internet communication
equivalent to pen/trap data are the to and from headers of an e-mail. It only makes sense that a
pen register type court order be available to obtain the limited to/from information in the e-mail
context. The subject line is, however, considered to be content and can only be obtained with a
searchwarrant. The ACLUOsobjectionto the Onationwide@specbf suchorders thatis, thata

judge cannot monitor the extent to which his or her order is being used, also misses the mark. No
such monitoring really ever occurred with respect to regular telephone pen/trap orders. Prior to
the availability of OnationwideO effectiveness, court orders had to list every conceivable
communication carrier, which became more and more difficult with constant additions and
changes in telecommunication carriers.

4) Section 218 allowing law enforcement to conduct surveillance or searches under
FISA if a "significant purpose" is foreign intelligence; and

Since this is rather a complicated, convoluted area, | will try, before launching into any
discussion of the merit(s) or lack thereof of the criticism, to explain in as simple terms as possible
whatl feelwasgoingon herethatledto this changan the PatriotAct. As you probablyknow, a
criminal search warrant requires probable cause that a crime has occurred and that evidence of
that crime is likely to be found at a particular place. Searches for the purpose of gaining
informationaboutforeign countries@ttemptsto spy on the United StatesdonOalwaysjive with
the purposes for conducting criminal searches (although they sometimes do, for instance when
one ends up being prosecuted for the spying). A foreign intelligence officer-spy operating in the
U.S. may not be breaking any criminal laws for starters and/or the U.S. authorities may wish to
neutralize such an officerOs activities without prosecuting him/her. For these reasons, a separate
avenue to conducting foreign intelligence surveillance and searches was created in 1978 through
the Foreign Intelligence Surveillance Act (FISA). In order to get authority to search or monitor
wire or electronic communications under FISA, FBI agents have to show probable cause that the
target was a foreign power or acting on behalf of a foreign power instead of traditional criminal
probablecause.As time wenton, in my opinion,two mainthingshappeneavith the FISA
process. It became harder and harder in a practical sense (and for a lot of reasons), to get a FISA
warrant,perhapsvenharderthanit wasto geta criminal warrant. | alludedrepeatedlyto these
problemsin my May 21 letterto Director Mueller andin my subsequenestimonyto the Senate
JudiciaryCommitteelastyear. My opinionis alsothat, practicallyspeakingpecausehereis no
litmus test to scientifically quantify any given legal standard, whether it be Oreasonable
suspicion,O or Oprobable cause,O meeting any of these given standards will always be somewhat
subjective. Thesecondhing thathappeneds thatinternationakerrorismhit theU.S. Because
aninternationakerroristgroupis a OforeigrpowerQunderthe FISA, the FBI wasfreeto seekto
obtainordersto searchandconductsurveillanceof suspectederroristsunderFISA authority.

But terrorist acts are inherently almost always criminal as well, which gave FBI investigators a
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choice. Because of terrorism falling somewhere between straight foreign intelligence and criminal,
it gavethe FBI optionsbutit alsocausedroblemsbecausegherewassupposedo bea OwallO
between the criminal and the intelligence investigation of any given terrorist(s). In many cases
both criminal and intelligence cases would be opened, but the FBI intelligence agent could not
share any information with the FBI criminal agent working on the same matter for fear that it
would be seen as an Oend runO around the criminal process. The FISA Court demanded strict
databasehecking reportingandotherprocedureso ensurethatthe Oprimarypurpose®f any

FISA order was intelligence gathering and not for purposes of gathering evidence that could be
usedto prosecuteheterroristcriminally. Becausefor the mostpart, this regimenhadworked

fine (and is as it should be) when dealing with foreign country sponsored spying, no one
questionechow absolutelyinsaneit (the OwallOyvaswhenappliedto internationakerrorism.

Thatis, no onequestionedt until after9-11andthentherewereplenty of questionsncluding

those engendered by the dramatic testimony of an FBI agent in the New York Office who, prior
to the attacks, had been thwarted from launching a criminal fugitive investigation for two of the 9-
11 hijackers for exactly this reason.

Sotherewasplenty of reasorfor the Departmenbf Justiceto seekto bring the OwallO
down. Thiswasaccomplishedhn the PatriotAct with the changeof essentiallyoneword,-
instead of intelligence having to be OtheO (which had been interpreted as Othe primaryQ) purpose
of a FISA order, Section 218 said it only need be a OsignificantO purpose. This brought the
OwallO down, allowing sharing of intelligence-derived information with both criminal agents and
criminal prosecutorsvhich practicewasalsosubsequenthapprovedn anhistoricNovember
2002decisionby the FISA Courtof Appeal. This opensthe doorto conductingboth typesof
investigations, criminal and intelligence, on the same terrorist subject(s), selecting what type of
criminal or intelligence method/avenue may be the most effective and then sharing the information
fully with every federal investigator or intelligence officer having an interest. In fact this current
ability to combine the best of the criminal and intelligence world has become one of the attributes
mostcited by the FBI in recentmonthsasthe mainreasonwhy the FBI oughtnot to be split up
or have its intelligence function severed as some legislators have caléed for

But with the throttle subsequentlyow setat Ofullspeedahead@ith regardto FISA
initiativesin the Owamon terrorism,Gt is right to continueto raisethe hardquestionsasto the
potentialfor their abuse.Of coursethejudgesappointedo the FISA Courtarethefirst line of
defensedo preventabuseof the processutit mustberecognizedhat,asl| pointedout before,a
certainamountof subjectivityis inherentin the process.Aboveall, the FISA processhouldnot
become an Oend runO around the normal criminal process and enough foresight and oversight
should be exercised so this doesnOt happen now or somewhere down the road. It can even be
argued that the perception of this occurring is enough reason to consider instituting an
independenbversightreview process.The possibleoptionsfor greateroversightare,upon

R 9 FBI Director Mueller just repeatedhis argumenin a speecho the ACLU on Junel2,2003,saying,
OProponents of a separate agency see an advantage in separating law enforcement and domestic intelligence. The
reality is thatthe two functionsaresynergisticn thefight againsterrorism.O
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serious reflection, detailed further in the OsuggestionsO section of this paper.

5) Section 802 adding a definition of "domestic terrorism'" to 18 U.S.C. 2331 and
making conforming change in the existing definition of "international terrorism"

The Patriot Act defined Odomestic terrorismO as Oacts dangerous to human life that are a
violation of the criminal laws of the United Statesor of any State@ndthat Oappeao be
intendedEto influence the policy of a government by intimidation or coercion.O According to
civil libertarians, this Ooverbroad definitionO Ocreates a new crimeO which may be used against
activists exercising their rights to assemble and to digseiBut therearetwo problemswith
this comment. Thefirst is thatitOshardto see without furtherreferenceo anothersubstantive
provision, what Onew crimeO is created since Section 802 is only a definfiecondlyjt
must be pointed out that Oacts dangerous to human lifeQ is strongly limiting language, which
should exclude all lawful activism. That is, for someone to be defined as a domestic terrorist, he
or she must first commit a crime that is an Oact dangerous to human life.O Property damage, ever
that of great magnitude, is not enough. Given the proclivities of some groups to engage in
clandestine property damage of significant magnitude, it could actually be argued that the
definition of Odomestic terrorismO is not broad enough! However, it should be recognized that
sometypesof severegpropertydamagefor examplethe settingof arsonfires or the sprayingof
gunfire into what may be believed to be an unoccupied building (as, for example, occurs
repeatedly at OPlanned ParenthoodO clinics around the country) could be seen as so reckless in
endangering human life as to fall under this Patriot Act definition. The rights of all U.S. citizens
to engage in lawful protest by speakinagiting, marching and other non-violent acts must be
protected. Close attention should also be paid so the use of large-scale interviewing initiatives,
police monitoring of public events, including marches and other lawful protest events, the use of
tipsters and other informants, and other privacy-defeating database mining initiatives do not have
this effect so as to even chill our exercise of first amendment rights. But, if and when certain lines
are crossed, and certainly | would think the commission of Oacts dangerous to human lifeO is a
line we can all agree on, than first amendment rights should not be used to shield the
perpetrator(s). For instance, because Kathleen Soliah (who later named herself Sara Jane Olson)
spokeat protestralliesin the early 700sthe exerciseof thosefirst amendmentights shouldnot
serve to obscure what else she did nor protect her from being brought to justice for her
participationin a pipe-bombmurderattempt,bankrobberyandothercrimes. Unfortunately,
therearealwaysa few personawvho, at somepointlosepatiencewith non-violent,lawful
methods of advocating on behalf of their cause or are otherwise driven to cross the line to
domesticerrorism. Sometimesuchpersonseekto employtheir first amendmenandother
civil rights as cover for their behind-the-scenes criminal acts. This does make it more difficult,
but notimpossible for law enforcemento ferretout. Civil libertariansneedto try to appreciate
these realities when commenting on the proper line/definition drawing.

10 Fromthe Bill of RightsDefenseCommitteeO©Guideo Provisionsof the USA PATRIOT Act and
Federal Executive Orders that threaten civil libertiesO (by Nancy Talanian).
11 ItOgpossiblethatenhancegenaltiesapply, however jif a criminal perpetratomeetsthis definition.
8



Other Government Initiatives- Could We All End Up Being Under Surveillance?

In additionto the PatriotAct provisionsdiscusse@bove , Departmenbf Justice(DOJ)
initiatives aimed at "interrogating" large numbers of young Arab men fitting certain criteria have
received harsh criticism from civil liberties circles as have its announced-but-never-implemented
"OperationTIPS" (Terroristinformationand PreventionSystem)andthe Pentagon-proposed
"Total Information Awareness" project (recently renamed to the less-threatening-to-the-average-
American, "Terrorist Information Awareness" program). The loosening of Attorney General
Guidelines allowing FBI Agents to enter public places, including churches and mosques, and to
surf the net have also met with criticism from civil libertarians.

OHowoften,or on whatsystemthe ThoughtPolicepluggedin anyindividual wire was
guesswork.lt wasevenconceivabldhattheywatchedeverybodyall thetime. But atanyrate,
they could plug in your wire whenevettheywantedto.Q2 The danger of reaching and living this
1984 scenario in terms of heightened surveillance potential and consequent loss of privacy cannot
be overstated. One doesnOt have to be an alarmist to agree with Steven Aftergood, head of the
Projecton GovernmenSecrecyat the Federatiorof AmericanScientistghat, Oitis safeto say
there is an enormous temptation to expand surveillance and information gathering. And unless
there is an effective system of checks and balances, sooner or later this kind of surveillance is
going to get out of control.O The topic definitely deserves much fuller treatment than | can afford
here. But herearea few commentdor whattheyOrevorth.

The ACLU is right by pointing out that the increase in surveillance is as much due to the
private sector as it is due to the government and that the danger stems not from a single
government program, but from a number of parallel developments in the worlds of technology,
law, and politicsL3 If | may, | will just relate some of my own experience last year in
discoveringust how little privacyany of usretain. Despitehavinganunlistedtelephone
number, my driverOs license and cars not registered to my home address and a prior attempt on
my part to remove my name from a major commercial database, the national news reporters were
on my doorstepwithin anhourof my letterto Director Mueller leaking. | jokedthatthey
seemednoreeffectivein trackingpersongdownthanthe FBI. Theytold meit only took a
couple of keystrokes on the computer to find me. During a Lexis-Nexis training session a few
monthslater,| hadtheinstructorput my namein, anddespitemy earlierattemptgo be unlisted,
my name, address, telephone number, and childrenOs names popped up immediately along with
how much we had paid for our house. A ton of information has been gathered on almost
everyoneby privatebusinesseaswell asgovernmenentitiesandit is now just a questionof
OminingOit, to exploitits value. It shouldalsobe notedthatthe cameraghatcaptureyour
visits andtravelsin all typesof public venuesarenot usuallythoseof anylaw enforcemenor
government officer, but of security-conscious private entities. For example it was just announced

12 1984 by George Orwell.
13 Ibid FN2



that Minneapolis police plan to install 20 to 30 Ocrime-fighting surveillance camerasO downtown
nextmonthwith $250,0000f the costbeingpaidfor by the TargetCorporation. Thefear, of

course, exists that such cameras, if misused by public officials, could chill public protest activity
protectedby the first amendmenor otherwiseinvadepersons@rivacy. But the key to whether

these initiatives will ultimately be a good or bad thing probably lies in the OminingO of the stored
data,thatis, Omining@ only whenproperlypredicated.For examplejt turnedoutto be a good

thing recently that a Californian had a surveillance camera fixed on his neighborOs property which
was able to record a portion of the kidnapping of his neighborOs child. It also proved beneficial
that a surveillance camera apparently recorded a snatch of Timothy McVeighOs vehicle in his
bombing of the Oklahoma Federal Building. Additionally, the banking industry and the FBI have
long and good experience in the use of footage from bank surveillance cameras to identify bank
robbers.

Exercise of good discretion should similarly be required as to what level of follow-up is
afforded all information obtained from citizen tipsters. Even without a formal program of
registering citizens who furnish tips, the (at times panic-struck) public has been more than willing
to call in information and tips to the FBI and other law enforcement agencies. In calling for
greater vigilance, citizens and non-citizens alike have been repeatedly encouraged to report what
theyseeor know. Only asmallpercentagef thisinformationmayturnoutto bevaluablein
actuallyuncoveringaterroristor terroristplot, but eventhatsmall percentagenayjustify law
enforcementOs continued encouragement of the citizen reporting and a certain amount of time and
manpower invested by law enforcement in tracking down such tips (or, Oleads,O as they are callec
once received and acted on by law enforcement). Solid discretion must be exercised, however, by
law enforcement, in not only determining which leads to prioritize and/or to follow up on, but
also in how much documentation should be made/retained of the report and any law enforcement
follow up. Criticism hasactuallyeruptedinternallyin the FBI thatthe exerciseof such
discretion has been taken away due to FBI managementOs worry that some clue may be
overlooked. U.S.NewsandWorld ReportO®SpeciaReport-Insidethe FBIOof May 26,2003,
quotesunnamedsupervisorsaying,0Youwsedto look at threatsyyou knewwhathadvalidity;
youOdjetto themafteryou got all theseotherthingsout of theway. Now no matterhow
bizarre or how routine, you go after them.O Similarly FBI spokesman Bill Carter was recently
quoted as saying, OAt one time, when information came to us, a lot of times based on experience,
theinvestigatomwould say,ONahthis is not somethingwve will follow throughon,(ut afterthe
September 11 attacks, the director has stated that no counterterrorism lead will go uncovered.O
This strategy, however, ignores the mounting number of documented instances of federal agents,
facing intense pressure to avoid another terrorist attack, who have acted on information from
tipsters with questionable backgrounds and motives, touching off needless scares and upending
thelives of innocentsuspecta4 (Such things have happened even in nice Minnesota! Only a
few weeksafter9-11,we weresurprisedo find outthe true motivesof a callerto our FBI
commandpostwho thoughtshehadcomeup with a cleverway to trackdownandretrieveher

14 SeeNew York Timesarticle on Junel9, 2003entitled, OFals@errorismTips to F.B.l. Uprootthe
Lives of SuspectsOy MichaelMosswho accuratelyidentifiesthis key problem.
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carthatshehadunwiselylentto a boyfriendwho hadfailed to returnit. Shetold the FBI that

she had overheard a man (the errant boyfriend) plotting a terrorist act at the Mall of America.
After several hours of diverting precious law enforcement resources to this seemingly urgent but
falsetip, the FBI did locatethe boyfriendandthetipsterOsar. But it turnedout notto bethe
bestideafor thetricksterasshewassubsequentlprosecutedor havingfurnishedfalse

information.) Although federal officials defend their strategy of running most such terrorist tips
to the ground, calling it critical to thwarting another attack, the bottom line is we have to be
careful that we do not abdicate our responsibilities in evaluating Ocitizen tipsO and informant
informationbeforeactingin away thatimpactsnegativelyuponinnocentpersonsno matterhow
worried we may be5s

In the same vein, large interview or other projects undertaken by law enforcement entities
attheir own initiative mustbe affordedclosescrutinyto ensureheytruly servethe needsof
public safety and the initiative in question is properly explained ahead of time, to include the
voluntarynatureof participation,if thatis the case. It mustberecognizedat the sametime, that
a Orighinot to betalkedtoOhasneverexistedin our countryandOitis anactof responsible
citizenship for individuals to give whatever information they may have to aid in law
enforcement1®

Massdetentioninitiatives especiallymustbe placedunderthe microscope.As |
previouslynotedin anearlierletterto FBI Director Mueller, Othevastmajority of the one
thousandplusl7 persongdetainedid the wakeof 9-11did not turn out to be terrorists. They
were mostly illegal aliens. We have every right, of course, to deport those identified as illegal
aliens during the course of any investigation. But after 9-11, Headquarters encouraged more and
moredetentiondor whatseemto be essentiallyPR purposes.Field officeswererequiredto
reportdaily the numberof detentionsn orderto supplygristfor statement®n our progressn
fighting terrorismEfrom what | have observed, particular vigilance may be required to head off
unduepressurdincluding subtleencouragementp detainor OroundupGsuspectsNparticularly
those of Arabic origin.O

In a larger sense, the temptation exists to fall into an Ous versus themO attitude reserving
the most aggressive initiatives for Middle Eastern males. Rather than the deliberately false tip |
described above, which is problem enough, the most common Ocitizen tipO we receive is

15 And asl statedin my letterto Director Mueller dated2/26/2003(publishedin NY TimesMarch6,
2003),thereis adownsideto alarmingthe public unlessthereis adequateeasorto do so. Increasedigilancemust
be encouragedvhenneededbutthe FBI's Joint TerrorismTaskForcescaneasilygetboggeddownin attemptingto
pursueall theleadsengenderetly panickycitizens. This, in turn, drawsresourceswayfrom moreimportant,well-
predicated and already established investigations.

16 Originally from two SupremeCourtdecisionsWashingtorv. Glucksberg521 U.S. 702 at 721
(1997) anaMiranda v. Arizona384 U.S.436at477-478(1966)andrecentlycited againin Chavez v. Martinez,
2003U.S.LEXIS 4274.
17 My figure of 1000plus detaineesvasbasedn the FBIOglaily pressstatementsssuedafter9-11. The
Department of JusticeOs Office of Inspector General report actually counted 762 illegal aliens detained after 9-11.




somethingo the effectof, OldonOwantyou to think IOnprejudicedbecauséOmmot, but | just

have to report this because one never knows and IOm worried and | thought the FBI should check
it out.O This precedes a piece of general information about an OArabO or OMiddle-EasternO man
who thetipsterlives by or workswith thatcontaindlittle or nothingspecificto potential
terrorismactivities. Shouldsucha OtipGe followed up (andtherebybe convertednto a

Olead®)? Or would that be little more than racial profiling? That is the 100 million dollar
guestiontodayandonethatno doubtwill bedebatedomorrow. Noteworthy,however,is the

Attorney GeneralO®centdeterminatiomot to apply the Departmenbf JusticeOsew and

ratherstrict anti racial-profiling policy to the Owaron terrorism.@s

GeneralThoughtsAboutthe Pendulum

It was clear to some experts ahead of time and to almost all experts and non-experts alike
in hindsight,thatour countrywasa bit too complacenandasleepatthe wheelin a variety of
waysprior to 9-11. Very few peoplebelievedthatforeignterroristswould strike on U.S. soil to
the extent they did. This mindset made most "emergency"” law enforcement actions and court
ordersfor the purpose®f nationalsecurityto be sorareasto be almostnonexistent.Prior to 9-

11 andotherterroristtypeincidents(includingthe anthraxlettersandthe WashingtorD.C.
snipershootings)we would thereforeprobablynot havetoleratedthe myriad
intrusions/restrictionsponour personalives andaffrontsto dignity thatwe now all seemquite
willing to put up with (including airport searches involving removing oneOs shoes and airport
scannershatlook into one'sbody cavities!). The criminal justicesystem(in my opinion)

suffered over the years from having been "gamed" too much, becoming apathetic to individual
victims and de-emphasizing the prevention of crithe.

What'shappenedince9-11? The pendulumhasswung,really swung,atleastwith
respecto all things"terrorism-connected.'Unfortunately,(or fortunatelyif you happerto
believeit's swungtoo far), however the pendulumhasn'tcorrectedtself muchwith respecto
garden-variety crime which creates an unwarranted distinction between the criminal and terrorism

18 Of notealsois the oft-repeatedxcusehat DOJandFBI managemertiaveno choicehere thatthe
AmericanpeopleandCongresxpectwe mustdo everythingin our powerto learnof the nextattackbeforeit
happensandto do somethingaboutit despitethe factthata lot of falseleadswill be pursued. Thatmay betrue but
if it is true, it is probablybecauséhe public doesnot havea realisticappreciatiorof all of therealdifficulties and
costsinvolvedin Opreventingll actsof terrorism.OFinally it shouldbe notedthat Otheviolent attacksof
September 11and their aftermath have created a real-world experiment for social scientists (which thus far) shows
thatthe morepositively peoplefeel towardtheir country,the morelikely theyareto hold anti-Arabprejudices.O
(OMakin?nemies(Dy SolanaPyne,publishedat villagevoice.com;7/9-15/2003).

“Evento the extentthatcertaincourtdecisionsj.e. the lllinois Courtof Appealsin lllinois v Liberatore
refusedto recognizethe "public safetyexception'in its holdingthatan FBI agentwaswrongto ignoreakidnaper's
"Mirandarights"in his effortsto savethelife of thekidnappecdaby! This decisionstandsassuchanexampleof
mistakenjudicial balancingof libertiesandsecurity,that! hadto bring it up in my June6, 2002,testimonyto the
SenateJudiciaryCommittee.
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worlds. And it's quitelikely that,without adequat@versightthe pendulumrisks swingingtoo
far in terms of violating some citizens' and immigrants' rights without appreciable gains in terms
of greater security.

So what are we actually talking about in terms of possibly giving up "civil liberties"?
Well peoplemayall be createdequal,butit's pretty obviousthatour rightsto "life, liberty and
the pursuitof happinessarenot equal. Rather(andin thesameorderthey'relisted), life is alot
moreimportantthanliberty whichin turnis moreimportantthanone'spursuitof happiness.
The oft-recitedquotethat"the Constitutionis not a suicidepact”reflectsthis ordering. Since
ourright to life, andthusto security,is itself a "liberty," andthe mostpreciousandimportant
one at that, the weighing of "civil liberties versus security" is, in essence, a false debate. One's
privacy rights or right to an attorney, for example, as nice as they may be, have little value if you
become a homicide statistic. The tradeoffs between life security or the lesser "civil liberties"
which are almost inherent in increasing security and in preventing acts of terrorism can only be
avoided by improving the ability of law enforcement to hone in on the real criminals and
terrorists. But law enforcementioesnot presentlyhavethe ability to divine criminal intentby
reading minds (the premise of a recent futuristic police movie) and our ability therefore to
accuratelyidentify thereal culpritsis alwayslimited by fixed factors,mostimportantly,by the
state of forensic science and the amount of existing Oinside informationO furnished by
informants/confidential sources. That is, in an ideal world, there would be efficient methods of
narrowing a given pool of suspects without having to interview, surveil them, ask others about
their activitiesand/orin somecasessubjectthemor their possessiont® interception seizureor
forensictesting. Becausaloingthosethingsto all thosesuspectsvho consequentlywashout"
as being innocent have probably not only inconvenienced, embarrassed, affronted and/or infringed
ontheinnocentpersonstightsbut they havebeena distractionandwasteof law enforcement's
time and resources in finding the real "bad guy(s)."

One can also argue that how these investigative actions are done is equally or perhaps
even more important as whether they're done. For example, given the present reality that honing
in still requires the use of many of these standard law enforcement activities, (such as following
up on citizens'tips; useof informantsandcooperatingsourcesgocumentinghe resultsof
investigation about individuals in files; physical surveillance in public places and sometimes use
of court-authorized electronic surveillance in private places; obtaining and reviewing all types of
records; interviewing; conducting searches, seizures and forensic testing, etc.), the intrusion can
be greatly alleviated and minimized if done in a professional, respectful manner as opposed to a
bullying, non-respectful, non-professional manfierln some instances, how an investigative

20 Perhapsin balancing,t shouldalsobe notedthat, at theinceptionof anyinvestigationinto a
secretiveterroristorganizationyeal OinsideénformationQwill be a scarcecommodityandwill makethe Ohoningn
processO more difficult.

“'For this reasonmanyFBI agentsvereafforded"sensitivity training” (for lack of a betterterm) post9-11
in orderto improvehow interviewsof personf mid-easterrorigin wereconductedn aneffort to minimizethe
possiblenegativefeelingsandattendantostsof suchcontacts.
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action is done may actually prevent what is only a potential risk to civil liberties from being
realized, i.e. the difference between OinterviewingO and Ointerrogating.O Even the impact of true
liberty deprivations such as detaining and/or arresting individuals can be greatly alleviated by
beingdonein the mostprofessionalrespectfuimannerappropriateo the circumstances.

Efforts onthe partof the FBI DirectorandotherFBI managemenb reachoutto the most

effected groups in the Muslim community have also gone a long way towards improving how

such law enforcement actions are perceived.

It has been shown, on the contrary, for example in Northern Ireland, that the negative
impact on civil liberties of certain draconian efforts to combat terrorism actually backfired and

created an environment where terrorism became more probable and led to more b8mbings.

Suggestions Regarding Greater Oversight

It's beensaidthatpublic trustbetweerthe governmentandthe electoratas the bedrock
of democracythatultimatelyrestson theinformedconsenof thegoverne4 At thevery least,
secrecy serves to increase the paranoia fog that makes even more difficult the already tough job of
analyzingthe costsandbenefitsof the actionscurrentlybeingconductedand/orproposedn the
"war on terrorism." Yes, matters of national security require a certain degree of secrecy, but
terroristmattersthatdo not involve foreign countrysponsorshiperhapsequirelessdegreeof
secrecy (and/or shorter duration of secrecy) since they are more like criminal than traditional
intelligence matters. Secondly, there should be no reason that sufficient generic data cannot be
provided to key congressional oversight committee members such as the number of times each
particular technique is used, within some general descriptive categories. For example it is my
understanding that a congressional reporting requirement already exists regarding the use of the
previously discussed Section 216 pen register/trap orders. More detailed information of an actual
classified nature pertaining to the use of the most controversial techniques could be reviewed by a
"specialcongressionabr GAO staff" unit possessinthe propersecurityclearancesnd(ideally)
some prior law enforcement, legal and/or intelligence experience (not unlike the "Special Staff"
hired by the JointIntelligenceCommitteein 2002to conductthe 9-11inquiry). Another
possibilitywould beto form aunit in the Departmentf Justice'©ffice of InspectorGeneralor
create an Office of Special Counsel whose sole task would be to conduct a kind of "quality
assurance" review on an ongoing basis regarding the basis for and use of the most sensitive,
intrusive techniques and especially those techniques not receiving judicial oversight.

“Professionalisnof this natureis actuallysomething=BI agentsarehistoricallyknownfor. In most
instancesa kind andrespectfulattitudein interactingwith suspectswitnessesandvictims is oneof thethingsthat
provemostbeneficialto theinvestigativeprocess.

#A pointmadein anarticle entitled,"Into the Fire: How to Avoid GettingBurnedby the SameMistakes
MadeFighting Terrorismin Northernlireland"by University of St. Thomaslaw professor<eliaRumannand
Michael P. O'ConnorpublishedApril, 2003,in Volume 24, Number4 of the OCardozdaw Review.O

24 From WashingtorPostcolumn,OIfBushls Lying, HeO#ot the FirstOby David Wise, Junel5, 2003.
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Admittedly, the FreedomOf InformationAct (FOIA) processs largelyviewedasa
nuisance by government officials and, possibly sometimes, as worse than a nuisance by law
enforcement/intelligence officials charged with protecting national security. But even if it is thus
sometimes seen in a negative light, it should be seen as fulfilling a necessary OwatchdogO function.
Luckily litigation determinations involving FOIA requests are usually decided by a small cadre of
Washington D.C. judges who are quite experienced with the balancing of interests required under
the FOIA. Evenwithoutresortto the FOIA processinformationgenerallymadeavailableto the
public by American law enforcement agencies through the media, following arrests of individuals
is what separates democratic countries like ours from countries like Chile in the 1970s whose
citizensseeminglyjust disappearedff thefaceof theearth.

Betterlegal protectionfor governmentwhistleblowers"shouldbe enacted.At present
the federal laws are either inapplicable or ineffective for many government employees such as
FBI agents.As | saidin arecentletterto certainSenatorsn supportof proposedegislation
designed to remedy this problem:

Priorto my personainvolvementlastyearin a specificmatter,| did notfully appreciate
the strong disincentives that sometimes keep government employees from exposing waste, fraud,
abusepr otherfailurestheywitnessonthejob. Nor did | appreciatehe strongincentivesthat
do exist for government agencies to avoid institutional embarrassmentEUnfortunately, the cloak
of secrecy which is necessary for the effective operation of government agencies involved with
national security and criminal investigations fosters an environment where the incentives to avoid
embarrassmerandthe disincentivedo stepforward combine. Whenthis happensthe public
loses. We need laws that strike a better balance, that are able to protect effective government
operation without sacrificing the agencies' accountability to the public.

My final suggestion may be seen as heresy (or at least as rolling the clock back) by the
Departmenbdf Justicehierarchywho sostronglyarguedthe needto teardownthe"FISA wall,"
but I think certain questions need to be asked and seriously considered regarding the differences
in the FISA and regular criminal processes for obtaining electronic/wire surveillance/search
authoritysuchas:

1) Is the standard for obtaining an order under FISA easier or just different? (I would say
that historically one could argue that it hasn't been that much easier to obtain FISA orders; in fact
one could observe that at times it's actually been more difficult!) Has it become easier in light of
9-11? And if so,is thatdueto PatriotAct provisionsor moreto the new prevailingprevention-
at-all-costs mindset?

2) Isn't the investigation of criminal acts and/or the planning of criminal acts by terrorists,
especially "lone wolf" ones, a lot more like the investigation of plain criminals than the cloak and
daggemworld of country-sponsoredpies? (Isn't thatperhaponeof the mainreasonsvhy the
FISA courtandformer DOJ personneilvho workedwith the FISA processveresoreticent,
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prior to 9-11,to usingthe FISA procesdo combatterrorism?) Giventhatthe dual objectivesof

gaining intelligence to prevent terrorist acts and disrupting terrorists through prosecution are
inextricably intertwined, why can't the variation in standards and minimization procedures
between the FISA process and the regular criminal process be reduced? (That would serve to
negate the argument that using FISA is an "end run" around the normal process. For example, it
would be nice to see removal of the inherent guesswork associated with criminal Title 111
minimization procedures to make them more like FISA's "post” minimization procedures. This
happensby theway, to bein line with the way the restof the civilized world'slaw enforcement,
including Canadian law enforcement, conducts minimization of court-authorized electronic/wire
intercepts.)Anotherpossibleway to minimize the chanceof abusingthe FISA processvould be

to allow the FISA Court to authorize surveillance upon a showing of the criminal Title 111
standardn casesvherethe governmentQsimary purposehadclearly changedo prosecution.

Finally when FISA-derived interceptions/evidence are used in a criminal prosecution, it should be
subject to the same rules of discovery and criminal procedure that govern evidence obtained
through normal criminal search warrants or criminal Title Il electronic surveillance. In any

event, maintaining the two different avenues in their present form, FISA and criminal, with their
current differences will only keep the "end run" issue alive to possibly fuel criticism about abuse
of the FISA processt a laterpointin history.

Conclusion

With the stated, universally-desired and generally accepted goal of preventing acts of
terrorismcomesa muchgreatemotentialfor intrusionsof all sortsuponordinary,innocent
American citizens, and especially upon immigrants and travelers in America. While many of
thesepotentialintrusionsarenothingmorethanthat, just potential,andeventhe ACLU and
other civil libertarians are careful to admit the same, care must be taken so that the potential is
notrealized. It must also be recognized that any further terrorist attack on American soil
in the near future that is somehow not prevented will greatly magnify the difficulty of
accomplishing this balance. (And if this occurs, if history is any guide, abuses may
become more than just “possible” or “likely;” they may be all but guaranteed.) The hope
then of doing this right, to keep the pendulum from swinging so far back and forth, lies
largely in focusing attention, over and above mere lip-service and assurances from on
high, on the hard questions involved in the balancing of everyone’s rights and in concrete
proposals for employing additional safeguards.! All of this requires free, open and
informed debate with an eye to enhancing, rather than eroding, mutual trust. In Juneof
lastyearl testifiedto the SenateJudiciaryCommitteeaboutproblemsl sawwith the FBI's
bureaucracy, roadblocks and intelligence gathering/handling. The final portion of my statement to
the Committee was on the importance of INTEGRITY and concluded as follows:

Thefinal reason canthink of for the FBI to adhereo the higheststandard®f integrity
is another self-serving one. Since joining the FBI, | can't tell you how many debates, both public
and private, I've engaged in about where the line should be drawn between the needs of effective
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criminal investigation and preserving the rights of innocent citizens. The trick is to be as surgical
aspossiblein identifying the criminalsandthosedangerous$o our country'ssecuritywithout

needlessly interfering with everyone else's rights. From what I've seen in the last 21 1/2 years, |
cansafelyassureyou thatthe FBI usuallydoesa pretty darngoodjob of this. Althoughsuch
debates(andthelastonel hadwaswith a Minnesotacriminal law professojjust after passagef

the PatriotAct), alwaysbeginwith addressingpecificprovisionsof the policy or law in
guestiontheyalmostalwaysboil down,in thefinal analysisto onething: trust It's hardto win
thedebatef the personon the othersidesimply refusego trustwhatyou'resayingabouthow

the law or policy is applied in practice. The Government, in fighting the current war on

terrorism, has already asked for and received further investigative powers. Although it can be
arguedthat manyof the new powersaresimply measureso apply prior law to newcomputer
technology or (as with some of the modifications to the Attorney General Guidelines) are things
thatany privatecitizen cando, somemembersf the public remainapprehensivéhatthe FBI

will go too far and will end up violating the rights of innocent citizens. It may be necessary to
askfor certainotherrevisionsof policy or evenlaw. Theonly way the public'sdistrustcanbe
alleviated, to enable us to do our job, is for the FBI, from the highest levels on down, to adhere to
thehigheststandard®f integrity.

1.FBI Director Robert Mueller himself alluded to much of this in a speech (the Jackson H.
Ralston Lecture in International Law) he gave on October 18, 2002, to the Stanford University
Law School, a pertinent excerpt being as follows:

JacksorRalston,laterin his life, as Kathleenpointedout, servedasthe Chairmanof the
ACLU in NorthernCalifornia,and| would ventureto say he might havebeensurprisedthat an award
bearinghis nameis beinggivento the Director of the FBI, particularlyat a time in our nation's
history whenthe tensionbetweenour civil liberties, on the one hand,and our nationalsecurity,on
the other, hasbeenthrustto the forefront. | do believe,though,that Mr. Ralstonwould be rather
pleasedy the fact thatwe are heretodaytalking abouttheseissuesboth this eveningand earlier
todayin variousseminarsandalsol think he would believethatthereis that capability of supporting
civil libertiesandassuringthe nationalsecurityof the United States. do believethatthey are not
mutually exclusive.

I will sayatthe outset,aswe all know, our nationdoesnot havean unblemishedecordof
protectingconstitutionalfreedomsduring times of crisis. In 1919,in the midst of a "Red Scare,"and
following the detonationof bombsin eight Americancities, PresidentWilson's Attorney General,
AlexanderPalmer,arrestedhousand®f "leftists" and"radicals,"during what was called the "Palmer
Raids."

During World War I, thousandof Japanesémericans,basedsolely on their ancestrywere
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confinedin relocationcamps.In 1944,the SupremeCourtin the Korematsucase,aswe all know,
ruledthatall membersof a single ethnicgroup could be confined,evenwithout individualized
evidence becausessomemembersof that group might be disloyal and posea threatto the nation.

And for the FBI, asrecentlyasthe 1960sandthe '70s,we werefound to haverun a
counterintelligenceorogram,infamouslyknown as COINTELPROthat targetedpersonsinvolved in
civil disobediencavith investigativemeasureshat crossedheline.

We live in periloustimes, but astheseexamplesllustrate,we are not the first generationof
Americansto facethreatsto our security.And like thosebeforeus,we will be judgedby future
generation®n how we reactto this crisis. And by that| meannot just whetherwe win the war on
terrorism,becausé believewe will, butalsowhether,aswe fight thatwar, we safeguardor our
citizensthoselibertiesfor which we arefighting.

We are a nationof laws, andevery SpecialAgent of the FBI is swornto upholdandprotect
thoselaws. The menandwomenwho servein the FBI do just that everyworking day of their lives.
But we arealsoaggressiveandwe do not -- and| do not -- shy from usingeveryarrowthat Congress
hasputin our quiver.

In the wake of the Septembed 1th attacks,Congresgrantedus new and enhancediuthority
to investigateterrorism. The USA Patriot Act, passedn Octoberof 2001, tore down many of the
walls that formerly inhibited information sharingbetweenlaw enforcementandthe intelligence
community,and| welcomedthosechangesAnd we usethe PatriotAct to our fullest advantagebut
not at the expenseof the constitutionalrights of our citizens.

Still, questionsabound. At the heartof thesequestionss this: How do you prevent,how do
you deter,or how do you disruptterroristattacksbeforethey havebeeninitiated? How aggressively
shouldthe FBI investigatesuspiciousactivity that might be relatedto terrorism?Whenis surveillance
or awire tap necessaryr warranted?Theseare not alwayseasyquestiongo answer particularly
whenthe prevailing terroristthreatoriginatesfrom, and thereforeour primary investigativefocus is
directedat, a group of terroristswho generallysharea commonethnicandreligious background.

In that regard,let me startwith the premisethat| believefirmly, andthatis the
overwhelmingmajority of Muslims, whetherin this country or overseasare peaceful law-abiding
citizens.However,a small numberof Muslims are membersf radicalfundamentalissectsswornto
the destructionof the United States,andthis presentsa dilemmafor thosechargedwith protecting
againstthe next attack,raising very difficult investigativeissuesfor which thereoftenis no clear
answer.

An examplewhen,if ever,would it be appropriateo put leadersof Muslim mosquesunder
surveillance?Are callsto kill Americansin stridentsermonsa lawful exerciseof free speechor
somethingmore, warrantingnot only investigation,but also court-approvectlectronicsurveillance?

The answerto theseand many similar questions] believe,in part,is to assurethatfor us
thereis an adequatepredicationfor eachstepof aninvestigation.We do not targetindividuals or
groupsby reasonof their country of origin or nationality. Rather,we take investigativestepswhen
thereis a factual basisjustifying that step.

Canwe betoo aggressive®r in the post-Septembet1th world, is theresucha thing astoo
aggressive? would say, yes,| believethereis. But by assuringthatthereis adequateredicationfor
eachstepof aninvestigation,we protectagainstover aggressivenesand avoid the excessesf the
past.
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Theseareissuesthatwe wrestlewith everydayin the FBI, whetherit be Agentsin the field
or personnebackat headquarterd. shouldpoint out we are not the policy makers,and someof the
guestionsanddebatesandprobablyquestiongperhapghat| will getthis evening,are beyondour
purview. What we in the FBI mustconcentrataiponis obtainingthe facts andthen presentinghem
in an objective,unbiasedmannerto otherdecisionmakers,whetherthey be the prosecutorst the
JusticeDepartmentor the policy makersin the National Security Council, or eventhe President.

I mustsay,in the samebreath,however,thatin seekingthosefacts,the FBI mustusethe
tools that Congresgyives us, all of the tools consonantith our obligationto protectthe citizensof
the United Statesand the Constitution.For either, without the other,is of little value.We mustnot
shy away from investigatingaggressivehany real threat. And becausehereare no perfectanswergo
any of thesedifficult questiongposedin the courseof thesecounterterrorisninvestigationswe have
but one option, andthat s to investigatevigorously any threatto the citizensand interestsof this
nation, whetherat homeor abroad,while carefully observingthe constitutionalrights of all.

For the FBI andfor the United Statesthe war on terrorismis a complexand perplexingissue.
It is as complexand perplexingas any threatthis country haseverfaced.Whetherthe threatcomes
in the form of anthrax-lacedettersor the deadlysniperattacksin the neighborhoodsroundthe
nation'scapitalor in the form of a devastatingpombblastin farawayBali, it is imperativethatwe
usethe full weight of the law, everyarrowin our quiver,to bring theseterroriststo justice.

I know we will be judgedby history, not just on how we disruptanddeterterrorism,but also
on how we protectthe civil libertiesandthe constitutionalrights of all Americans,including those
Americanswho wish usill. We mustdo both of thesethings,andwe mustdo themexceptionallywell.

I mustsayl am humbledby the honorthat you havebestoweduponme this evening.l hopel

canlive up to that honor,and| thankyou for beinga continuingpart of this exceptionally
importantand ongoingdebate.
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